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File Inclusion Vulnerability
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include, include once, require, require _once, fopen, file get contents :,d ol als
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LFI, RFI, Local File Inclusion, Remote File Inclusion :» o}l a5
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How to prevent File Inclusion vulnerability?
TS ol BB (Slgs8 (6 dy ol I 4isS

(GET, POST, REQUEST) L1 Jlgs1,8 slp y,5 6399 3 eolicim! pue
DS yild g oy 1y o 2l (69959 3l (Sle sS4 L &g 5o

o lod s iy 4 1y PHP wloadass

open_basedir, allow_url include, allow _url fopen

Ngdh 5] Sgaze 55,5 zebaw U PHP oo Jlo

20y gl A digod
<?php include($_GET[“page”] . “.php"”); ?>
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SQL Injection Vulnerability
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SQLi, Blind SQL Injection : ojlg uuls
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How to prevent SQL Injection vulnerability?
TS (6 35 oo 0015 0l (6 390y ] 31 4o

s Lod osliwwI mysqli b PDO ;i o gl g uwssS soliiwl Mysql  oww &l
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<?php mysql_query(“select title from posts where id=’'$id’;"”); 7>
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Code Injection Vulnerability
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PCI, Eval Injection, PCRE Exploit :l» ojlg auls
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How to prevent Code Injection vulnerability?
IS GrSola &5 @,5 Grdy ool 5l digss
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<?php echo preg _replace(“/(.*)/e”, “strtoupper(\\1)”, $input); ?>
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Object Injection Vulnerability
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PHP Object Injection, unserialize Exploit :L» o;lg o5
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How to prevent Object Injection vulnerability?
CoasS (5 3259l Object 5,35 (s 3y ol 1 4595
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<?php
class cacheClass { function _ destruct() { @unlink($this->file); } }

$data=unserialize($_GET[“data”]);
7>
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Command Execution Vulnerability
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RCE, Remote Command Execution, Command Injection :l o}y uls
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How to prevent Command Execution vulnerability?
TS S5 ale (o yd b Ol ygiuwd 51yl (6 iy ol 3 AigSr
eSS ooliw! ylo y8 bas Ol jgwe gl &g
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<?php system(“ping -c 3 ” . $ GET[“host”]); ?>
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Cross-site Scripting Vulnerability
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XSS, Reflected XSS, Persistent XSS :W o5y uuls



The Open Web Application Security Project

How to prevent Cross-site Scripting vulnerability?
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<?php echo “Search results for: ” . $ GET[“search”]; ?>
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Cross-site Request Forgery Vulnerability
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CSRF, XSRF, Session riding, Sea-surf, One-click attack :» ojlg a5
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How to prevent Cross-site Request Forgery vulnerability?
TS’ (5 yu5 gl CSRE (5 393y ] 1 iR
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<?php if(is _login() && $ GET[“action”]=="newadmin”) newadmin(); ?>
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Unrestricted File Upload Vulnerability
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UFU Exploit, Arbitrary File Upload : o5lg uuls
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How to prevent Unrestricted File Upload vulnerability?
TS S el B (6,105 ,L (6 00y ol (I digSs

s lod NOEXEC il (6o ol yb Jawgi 1y Wigud (o0 0 gusd (3] o b 184S g panno

S dguza | (12l b b Wigu j9pw g Cloadiid 5o

S bes Jol> Luebl getimagesize bl oolaw! b o] 409 pizo 31 gwSe 65105 3L & gm0 4o
e S A Lo UL B L LR [V W PUPRELOW)

JORVRUTN IRCPHPE

<?php
if(isset($_POST[“submit”]))
move uploaded file($ FILES[“image”][“tmp_name”], $ FILES[“image”][“name”]);
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Conclusion and tips for safe coding in PHP language
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